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Question

In the new normal, which is the most important for a critical 
infrastructure owner to secure?

A) IT Network

B) OT Network

C) Cloud Instances

D) People
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https://www.zdnet.com/article/future-of-work-hybrid-home-and-workplace/

What is the New Normal

https://www.zdnet.com/article/future-of-work-hybrid-home-and-workplace/
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https://video.wired.com/watch/watch-hackers-take-over-a-ukranian-power-station
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Attackers are also getting more creative
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“We cannot connect to the Internet…”

If your mission-critical 
systems are digital and 
connected in some 
form or fashion to the 
internet (even if you 
think they aren’t, it’s 
highly likely they are), 
they can never be 
made fully safe. 
Period.

“

”The Big Idea, Harvard Business Review, May 2018
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Evolution of OT in general

Source: Singapore OT Cybersecurity Masterplan 2019, CSA

Hard-wired relays, 
timers and sequencers, 
coupled with manual 
processes.

Automate and digitalize manual processes to enhance productivity, 
and scale up to meet rising demands for goods and services.

Software-defined relays, timers and 
sequencers, coupled with 
autonomous or automated 
processes.
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Data is our new network boundary
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Data is of course the new oil
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Need to rethink our approach to airgap?

https://www.automationworld.com/home/video/13309506/unicorns-air-gaps-do-they-really-exist

https://www.automationworld.com/home/video/13309506/unicorns-air-gaps-do-they-really-exist
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Airgap or segmentation? Raw or tokenized 
data?

?

OT IT Interne
t
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Contrarian views on data risks have to evolve as well

 Concentration risk of large cloud service providers –
more juicy target

 Increased insider attack surface area –
additional risk from cloud vendor’s and their 
subcontractors’ employees, on top of one’s employees

 Higher risk of state-sponsored intrusion –
would government be more likely to snoop on our email 
server or an email server used by a hundred companies 
and maintained by Microsoft
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What makes sense to your organization
Might not make sense to another organisation

1. Expectations for cloud do not align with ability to execute, making it difficult to 
execute a strategy to meet business goals

2. Existing IT governance and foundational practices don’t always adapt to the more 
dynamic nature of cloud, creating more security and compliance issues

3. Many decision makers believe that a cloud-first approach maximizes speed, limiting 
options to adopt other approaches for the cloud journey
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What makes sense to your organization (cont’d)
Might not make sense to another organisation

4. Cloud vendors’ offerings are growing more complex, challenging efforts to 
orchestrate

5. Organizations’ circumstances do not always align well with cloud initiatives
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Putting together some common strategic 
considerationsBe mindful of the gaps and some fundamental considerations

Source: Gartner, 
2020
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Always a gap between expectations and reality
Be mindful of the gaps and some fundamental considerations

 Gap between organisation’s aspirations and ability of in-
house staff to execute

 Gap between expected gains from cloud versus reality of 
what cloud can deliver

 Gap between existing and required risk functions, or 
between the existing and required foundational practices 
such as governance, compliance and security operations
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K.I.S.S.
Don’t always go for the new shiny object

 Vendors like Amazon, Microsoft and Google add 
hundreds of new features to their cloud offerings 
every year

 Think about how your legacy application are 
going to integrate with these workloads

 Complexity will introduce new challenges and 
undesirable security impacts in the cloud
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Cloud strategy != Cloudify everything

 Cloud strategy does not equate to moving 
everything to the cloud

 Ensure it aligns with other strategic plans (e.g. data 
center, security and architecture) and provides 
guidance to adoption plans

 Include an exit strategy that defines how you will 
get out of a particular cloud decision in the event it 
doesn’t work out as planned
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Identify your crown jewels and blind 
spots

C:\Temp> certutil -decode payload.txt 
payload.exe
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Identify your crown jewels and blind spots  
(cont’d)

 Many IT security 
fundamentals not applicable 
to OT / IoT world

 Endpoint or agent-based 
approach is impractical

 May need to rely on network-
based approach
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Rethinking OT / IoT approach

Device Identity

Network Segmentation

Network Traffic Analysis
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Device identity is not too difficult
Most mature solution space

Source: Gartner, 
2018
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Network segmentation is more 
challengingMicro-segmentation is useful to group devices by policies rather than physical location

 Decouple device’s identity from 
its physical location

 Newer novel approaches use 
‘identity-based’ network micro-
segmentation

 Can be extended into cloud 
environments
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Network traffic analysis might be 
‘easiest’Anomaly detection is much better suited to OT/IoT environments

Source: Gartner, 
2018
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Missed biggest elephant in the room
Patch management is the hardest problem

Source: Gartner, 
2018

 No mature COTS tool for this

 Leverage technologies that are likely 
already in place in IT environments

 Keep monitoring this space possibly 
for network identity-centric solutions
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Missed second biggest elephant in the 
roomPeople are susceptible to social engineering, period.

Source: The Straits Times, 21 Aug 2020. 



27Confidential

Social engineering such as phishing is still 
effective

… the incident targeted a 
small number of employees 
through a phone "spear-
phishing" attack.

“

”

Sources: The Verge, Wired
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Last elephant - supply chain attacks
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Last elephant - supply chain attacks
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Who do we trust?

“

”
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Question

In the new normal, which is the most important for a critical 
infrastructure owner to secure?

A) IT Network

B) OT Network

C) Cloud Instances

D) People
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What to adapt to the New 
Normal

Relook at security 
architecture and 
fundamentals to support 
distributed data, smart 
devices, human and supply 
chain security.



powering the nation
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